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Financial crime and fraud in the age of cybersecurity

the World Economic Forum noted that fraud and 
financial crime was a trillion-dollar industry, 
reporting that private companies spent 
approximately $8.2 billion on anti–money 
laundering (AML) controls alone in 2017. The 
crimes themselves, detected and undetected, 
have become more numerous and costly than ever.

Financial crime and fraud in the age of cybersecurity
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Financial crime and fraud in the age of cybersecurity
Crime pathways are converging, blurring traditional distinctions
Among cyber breaches, frad, and financial crimes.
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Fraud and insider threats Cyber breaches Financial crimes

Example : cyberattack on a central bank

• Internal and external threats

• Retail and nonretail threats

• Insider threats

• Market abuse and misbehavior

• Confidentiality

• Integrity

• Systems

• Availability

• Money laundering

• Bribery and corruption

• Tax evasion and tax fraud

Bank employee’s SWIFT credentials stolen with the help of insiders

Malware surreptitiously installed on the bank’s computers to 
prevent discovery of withdrawals

Funds routed from bank’s account at a branch of another 
country’s central bank to a third bank 
(on a weekend to ensure staff absence)

Withdrawals were made at the third bank through multiple 
transactions that were not blocked until too late

Attacks may have been linked to a known sanctioned entity

Society for Worldwide interbank Financial Telecommunication.
SWIFT



Financial crime and fraud in the age of cybersecurity
At their core, all functions perform the same three roles using
Similar data and processes.
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Financial crime

Fraud

Cybersecurity

Synergies
across
functions

Identification: “Who is my
customer?”

Monitoring: “What transactions
are legitimate?

Response: “How do 1 respond
to a threat?”

• Client risk rating
• Client due diligence;

enhanced due diligence

• Transaction monitoring
• Name screening
• Payments screening

• Suspicious-activity monitoring
• Financial intelligence unit
• List management
• Do not bank

• Identity verification, including digital
And nondigital presence

• Transaction monitoring and 
decision making

• Device and voice analytics

• Investigations and resolutions teams

• Credentials management • Security-operations center
• (SOC) and network-
• operations center, which enable monitoring

• SOC
• Forensics
• Resolution teams

• Risk scoring of customers using
common and similar customer data,
such as financials, digital footprint,
nondigital records

• Risk scoring of transactions using similar
Analytics and common use cases based on 
timing, destination, source,value and
frequency, device, and geolocation
intelligence

• Common feedback loop to develop a holistic
view on modus operandi and drive top-down
use-case development

• Pooling of resources and capabilities
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No Money for Terror.
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Cyber Security = Cyber Anti-Money laundering

Digital Financial Crime and relevant anti money laundering should be addressed 

under Cyber Security perspective in a way of efficiency.


