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Financial crime and fraud in the age of cybersecurity

institutions are crossing functional boundaries to enable collaborative resistance.
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the World Economic Forum noted that fraud and
financial crime was a trillion-dollar industry, = oo e -

I n 2018, the World Economic Forum noted that fraud and financial crime was a
reporti ng that p rivate com pa n ies Spent trillion-dollar industry, reporting that private companies spent approximately $8.2
billion on anti—money laundering (AML) controls alone in 2017. The crimes themselves,
detected and undetected, have become more numerous and costly than ever. In a

widely cited estimate, for every dollar of fraud institutions lose nearly three dollars, once
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associated costs are added to the fraud loss itself.l'] Risks for banks arise from diverse factors,

crimes themselves, detected and undetected, ~ including vulnerabilities to fraud and financial crime inherent in automation and digitization, massive
growth in transaction volumes, and the greater integration of financial systems within countries and
have become more numerous a nd COStly tha n ever. internationally. Cybercrime and malicious hacking have also intensified. In the domain of financial

crime, meanwhile, regulators continually revise rules, increasingly to account for illegal trafficking and
money laundering, and governments have ratcheted up the use of economic sanctions, targeting
countries, public and private entities, and even individuals. Institutions are finding that their existing
approaches to fighting such crimes cannot satisfactorily handle the many threats and burdens. For
this reason, leaders are transforming their operating models to obtain a holistic view of the evolving
landscape of financial crime. This view becomes the starting point of efficient and effective

management of fraud risk.

EX: McKinsey & Company
https://www.mckinsey.com/business-functions/risk/our-insights/financial-crime-and-fraud-in-the-age-of-cybersecurity
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Crime pathways are converging, blurring traditional distinctions
Among cyber breaches, frad, and financial crimes.

Fraud and insider threats

Internal and external threats

Retail and nonretail threats

Insider threats

Market abuse and misbehavior

Cyber breaches Financial crimes

+ Confidentiality * Money laundering

* Integrity * Bribery and corruption
+ Systems « Tax evasion and tax fraud
+ Availability

Example : cyberattack on a central bank

- Bank employee’s SWIFT credentials stolen with the help of insiders

Malware surreptitiously installed on the bank’s computers to
prevent discovery of withdrawals

SWIFT
Society for Worldwide interbank Financial Telecommunication.

Funds routed from bank’s account at a branch of another
country’s central bank to a third bank
(on a weekend to ensure staff absence)

B Wwithdrawals were made at the third bank through multiple
transactions that were not blocked until too late

Attacks may have been linked to a known sanctioned entity
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At their core, all functions perform the same three

Similar data and processes.

Identification: “Who is my
customer?”

Monitoring: “What transactions
are legitimate?
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roles using

Response: “How do 1 respond
to a threat?”

+ Client risk rating
» Client due diligence;
enhanced due diligence

Financial crime

Transaction monitoring
Name screening
Payments screening

Suspicious-activity monitoring
Financial intelligence unit
List management

+ Do not bank
Fraud * |dentity verification, including digital Transaction monitoring and * Investigations and resolutions teams
And nondigital presence decision making

Device and voice analytics
Cybersecurity + Credentials management Security-operations center + SOC

(SOC) and network- + Forensics

operations center, which enable monitoring + Resolution teams
Synergies * Risk scoring of customers using Risk scoring of transactions using similar « Common feedback loop to develop a holistic
across common and similar customer data, Analytics and common use cases based on view on modus operandi and drive top-down
functions such as financials, digital footprint, timing, destination, source,value and use-case development

nondigital records

frequency, device, and geolocation
intelligence

Pooling of resources and capabilities
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e Huobi.Global-Officials

you mean this one?
#E% Kartoffelrektzeit ==
. Only you have reached to me sof ar

but ok done

Huobi.Global-Officials
Q Just got a feedback from the technical team and they found a bug on your account which led to the jam and clog on the memopool of your account.
Your account will be need to be unclogged and unjammed.

Kartoffelrektzeit ==

Oh okay

Note: Once your account is rectified, the deposit will be transferred back into your account.
In which coin would you like to proceed?

Huobi.Global-Officials

>
L5
Huobi.Global-Officials
You will need to make a refundable verification deposit which will be used in validating your details. The deposit will be made into a linked generated address.
e Are you with me?

R

A Kartoffelrektzeit ==
i-’ Yes

i-“ Kartoffelrektzeit ==
h“ Huobi.Global-Officials

In which coin would you like to proceed?
Eth

Huobi.Global-Officials

0x90bf81b61531¢c65ca38206cf2b51d4e49f30fecO

Above is the I%ked generated Eth wallet address where you will make the deposit and once your account has been rectified the deposit will be transferred back
into your account immediately.

Case 1: Fake telegram account



No Money for Terror.
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Cyber Security = Cyber Anti-Money laundering

and relevant anti money laundering should be addressed

under in a way of efficiency.
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